
Amendment to the Data Processing Agreement or Addendum
with Abnormal Security Corporation

This Date Processing Agreement or Addendum (“Amendment”) is effective as of the last date of
signature below (“Amendment Effective Date”) and amends the terms of the Data Processing
Agreement or Addendum (“DPA”) between Abnormal Security Corporation (“Abnormal”) and the
customer named below (“Customer”). Capitalized terms used but not defined herein shall have the
meaning as set forth in the DPA or in the agreement between Abnormal and Customer for the provision of
Abnormal subscription products (“Customer Agreement”).

NOW THEREFORE, in consideration of the mutual covenants and agreements contained herein and in
the DPA, and for other good and valuable consideration, the receipt and sufficiency of which are hereby
acknowledged, the parties hereby amend the DPA as follows:

1. If and to the extent Abnormal processes Personal Data on behalf of Customer’s Affiliates, Customer
enters into this Amendment on behalf of itself and as agent for its Affiliates, and references to
Customer under this Amendment shall include Customer and its Affiliates, provided however that (to
the extent permitted by law) the Customer is the sole entity which may enforce this Amendment on its
own behalf and on behalf of its Affiliates.

2. The Description of Transfer set forth in Annex 1.B. of the DPA or elsewhere in the DPA that consists
of the following subject matter below shall apply in lieu of those terms found in the DPA or Customer
Agreement.

“DESCRIPTION OF TRANSFER

Categories of data subjects whose
personal data is transferred

Individual users of the cloud office applications and
infrastructure that Controller has authorized
Processor’s Service to connect to, including
Controller’s messaging systems, as well as individuals
sending messages to or receiving messages from
user accounts.

Categories of personal data transferred ● Personal Data contained in message content and
file attachments

● User information including user name, roles,
email, group assignments, and configuration
settings

● Personal Data contained within activity logs,
audit logs, and administrator reports (e.g. user id,
IP address)

More detailed categories of personal data are reflected
for the applicable Service as set forth in the applicable
Privacy Data Sheets that are made available at the
Abnormal Trust Portal.

Sensitive data transferred (if applicable) and
applied restrictions or safeguards that fully take
into consideration the nature of the data and the
risks involved, such as strict purpose limitation,
access restrictions (including access only for staff
having followed specialised training), keeping a
record of access to the data, restrictions for
onward transfers or additional security measures.

N/A
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The frequency of the transfer (e.g.
whether the data is transferred on a
one-off or continuous basis).

Ongoing as determined by the Controller

Nature of the processing For the provision of the Service and Support under the
Agreement.

More details on Abnormal processing activities of
personal data are reflected for the applicable Service
as set forth in the applicable Privacy Data Sheets that
are made available at the Abnormal Trust Portal.

Purpose(s) of the data transfer and
further processing.

Scanning of message contents, metadata, activity
logs, and cloud application and infrastructure
configurations for malicious activity and signatures.

More detailed purposes for Abnormal processing of
personal data are reflected for the applicable Service
as set forth in the applicable Privacy Data Sheets that
are made available at the Abnormal Trust Portal.

The period for which the personal data
will be retained, or, if that is not
possible, the criteria used to determine
that period.

During the Term and as set forth in the data retention
policies as published in the Documentation.

Additional specific retention periods for Abnormal
processing of personal data are reflected for the
applicable Service as set forth in the applicable
Privacy Data Sheets that are made available at the
Abnormal Trust Portal.

For transfers to (sub-) processors, also
specify subject matter, nature and
duration of the processing.

During the Term and as specified under the
Agreement.

”

3. Other Terms Unaffected. All other terms and conditions of the DPA and Customer Agreement
remain unchanged and in full force and effect.

ABNORMAL SECURITY CORPORATION CUSTOMER: _________________

_____________________ ____________________
Signature Authorized Signature

_____________________ _____________________
Printed Name Printed Name

_____________________ _____________________
Title Title

_____________________ _____________________
Date Date

Page 2 of 2

Sample For Reference Only




